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With the spread of the new coronavirus infection, our socio-economic activities have changed
rapidly. Socio-economic activities that are premised on face-to-face activities in real space are now
being conducted non-face-to-face and non-contact through cyberspace, and cyberspace has become
indispensable for everyone. Therefore, in order to realize a public space where everyone can
participate with peace of mind, it is important for related organizations to cooperate to ensure the
safety of cyberspace. On the other hand, the damage and risks of cyber attacks are becoming more
serious, such as the occurrence of cyber attacks that are suspected of involving a state. In other
countries, cyber security measures are being promoted in order to deal with increasingly serious
cyber attacks. In addition, law enforcement agencies in each country are collaborating to arrest
ransomware offenders. Regarding cyber attacks that are suspected of involving a state, it is necessary
for Japan to cooperate with other countries, implement "public attribution" to blame a suspected
country by name, and respond accordingly. Based on this situation, the National Police Agency will
set up the Cyber Police Bureau in the NPA, and the Cyber Special Investigation Unit in the Kanto
Regional Police Bureau to directly investigate serious cyber cases as a national agency. The Cyber
Police Bureau will centrally manage the cyber-related matters that each bureau has dealt with until
now, and handle both cyberspace and real space without any gaps. In addition, the Cyber Special
Investigation Unit will have jurisdiction over the whole country for cyber cases that must be dealt
with on a national or nationwide scale, such as cyber attacks in the background of a nation and cyber
crimes that cause nationwide damage, and conduct a direct investigation as a national organization.

